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Abstract Recently forensic methods for detection of 
contrast enhancement (CE) and anti-forensic contrast 
enhancement methods against such detectors have gained 
much consideration in multimedia forensics. A few CE 
detectors investigate the first order statistics, for exam¬ 
ple, the grey-level histogram uses to decide whether the 
contrast of given image is enhanced or not. Keeping this 
in view the end goal to counter these identifiers differ¬ 
ent anti-forensic systems have been proposed by various 
researchers. This prompted a method that used second- 
order statistics of images for CE detection. In this work, 
we have designed an efficient anti-forensic framework 
for CE without any type of distortion in both the first 
and second order statistics of the processed image. The 
idea of the proposed framework is that we initiate by 
improve contrast between the given image using any 
suitable CE method. In the second step, we smooth the 
histogram of the processed image using some statistical 
function and finally applying a histogram specification 
function to map the smooth histogram into the image. 
Experiments demonstrate that the proposed method 
adequately overcomes the first and second order statis¬ 
tics based indicators without distorting the quality of 
the processed image. 
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1 Introduction 

Video and image altering has turned out to be progres¬ 
sively simple and advanced, that forgery can be per¬ 
formed without leaving any significant visual traces. It 
is of most extreme significance for law authorization or¬ 
ganizations to validate video/image given as evidence. 
Analysts in the field of multimedia forensic have pro¬ 
posed different methods ([1]-[4]) to recognize various 
types of forgeries. Initially the research was more pre¬ 
cisely focused on the detection of forgeries in the dou¬ 
ble compressed images [2] and videos [5]. These systems 
accept that if an image is compressed twice, it may be 
altered. This assumption is excessively generic and re¬ 
search recently started by focusing on signal processing 
operations as opposed to double compression detection. 

Principally image CE methods [6] are used after 
image forgery operation. Because image CE improves 
the visual nature of the image or potentially hides the 
traces left by the forgery task. The image CE activities 
incorporate filtering tasks, for example, low pass and 
high pass filtering [6]. It additionally incorporates CE 
for example, Gamma Correction (GC) and Histogram 
Stretching (HS) [7]. Nonetheless, the enhancement op¬ 
erations also leave some traces on the enhanced images. 
These are traced by various researchers of the foren¬ 
sic field to identify such pernicious activities [6]-[9]). 
Distinguishing these enhancements include deciding the 
unremarkable realistic changes in the images caused by 
these activities [10]. As of late, anti-forensic techniques 
are being produced, that play out these enhancements 
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(or the forgery itself) sharply by hiding the traces of en¬ 
hancement or image forgery [11]. This line of research 
has picked up significantly as it calls attention to the 
imperfections and breaks out clauses in forensic algo¬ 
rithms prompting more strong strategies. 

In this work, we have focused on developing an anti- 
forensic CE framework. Numerous strategies have been 
proposed to distinguish CE in images utilizing first or¬ 
der statistics (FOS). For instance, Stamm et al. [10] and 
[12] proposed a method to detect CE in digital images 
based on gap and peaks on the histogram, generated by 
the CE method. In [13], the authors appraise whether 
an image is CE and recreate the input image. Other 
histogram based CE indicators include [14]. 

A considerable number of anti-forensic techniques 
have been proposed against such FOS based CE find¬ 
ers. For instance, in [21], Cao et al. developed a neigh¬ 
borhood random dithering in the essential mapping of 
CE to keep away from peaks and gaps in the histogram 
of the processed image. Likewise, Kwok et al. in [22] 
utilize Internal Bit Depth Increase strategy to expand 
the precision in keeping away from peak and gap an¬ 
tiques. Additionally, Barni et al. in [11] proposed a uni¬ 
versal anti-forensic method to counter histogram based 
manipulation indicators. Alfaro et al .in [23] propose 
a general assaulting strategy utilizing a single target 
function against histogram based finders. Cao et al. in 
[24] propose track forging and track hiding against CE 
indicators. In [25] Ravi et al. proposed a method for 
anti-forensic CE of all type of images. Ravi et al. for¬ 
mulated an optimization problem using a variant of the 
well-known Total Variation (TV) norm image restora¬ 
tion formulation. 

Since FOS based CE identification procedures are 
appeared to be less robust by the previously mentioned 
anti-forensic methods [7], CE indicators in light of dif¬ 
ferent measurements were proposed. Authors in [26] 
utilized the internal channel dependency as a result of 
color image interpolation to distinguish CE. Essentially, 
a method proposed by Rosa et al. in [7] takes a gander 
at the Gray Level Co-occurrence Matrix (GLCM) of an 
image to decide if it is CE or not. This uses second or¬ 
der statistics (SOS) of the image and it appeared to be 
compelling against anti-forensics strategies focused on 
histogram based indicators. 

In this work, we have proposed an anti-forensic CE 
framework. The proposed framework performs CE on 
an image by applying a suitable CE method. For this, 
we have tried with different CE methods and selected 
GC and linearly quantile separated histogram equal¬ 
ization (LQSHE) [15] methods. Though the proposed 
framework can be well tested on the GC method only, 
the reason behind the selection of LQSHE method is to 


show that the histogram equalization based methods 
can also be transformed to anti-forensic CE method. 
After performing CE the next step of the proposed 
framework is to smooth the histogram of the enhanced 
image by any statistical histogram smoothing method. 
For this, we have chosen the moving average filter [17]. 
At last the proposed framework performs reversed map¬ 
ping from the histogram to the image by using the his¬ 
togram specification method discussed in [18]. The pro¬ 
posed framework produces images that have histogram 
and GLCM as a un-enhanced natural image. This de¬ 
grades the performance of the SOS detector. We per¬ 
form extensive experiments on a large database to eval¬ 
uate the performance of the proposed technique against 
detector [7]. 

2 The Proposed Method 

The framework of the proposed method has been shown 
by the flowchart in Fig. 1. As discussed earlier that 
for CE we have selected two methods GC and LQSHE. 
These two methods are not able to provide anti-forensic 
CE. However, as we will show in this section that the 
proposed anti-forensic framework gives this capability 
to these methods. We named the new methods as ACE 
j GC and ACE.LQSHE. 

Next we are going to explain each step of the pro¬ 
posed anti-forensic CE framework in detail. 


Image Contrast Enhancement 


Histogram Smoothening Using Moving Average 


Histogram Mapping Using Histogram Specification 




Final Processed Image 



Fig. 1 shows flowchart of the proposed method. 


2.1 Linearly Quantile Separated Histogram 
Equalization (LQSHE) 

This method was developed by Tiwari et al. [15] and 
later generalized by Gupta et al. [16]. Based on results 
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discussed in [15]-[16] this method performs maximum 
CE with sufficient brightness preservation. In [15] au¬ 
thors have shown that this method does not use recur¬ 
sive segmentation of histogram and hence it achieves 
better speed as compared to many other methods. Also 
as the segmentation of histogram is a linear function 
so we can gain any level of CE, which is otherwise not 
possible by other CE methods. 


2.2 Gamma Correction (GC) 


Gamma Correction is an important but seldom under¬ 
stood the character of virtually all digital imaging sys¬ 
tems. It defines the relationship between a pixel’s nu¬ 
merical value and its actual luminance. Without gamma, 
shades captured by image capturing device wouldn’t 
appear as they did to our eyes (on a standard moni¬ 
tor). It is also referred to as gamma correction, gamma 
encoding or gamma compression, but these all refer to 
a similar concept. Mathematically GC is performed is 
an image / as: 


Y = 


255 


■ (—V 1 

\255/ 


(1) 


where Y is the processed image by GC method and [•] 
is round function. The GC is an important operation in 
digital image processing and digital camera processing 
pipeline, since GC redistributes tonal levels closer to 
how our eyes perceive them, fewer bits are needed to 
describe a given tonal range. Otherwise, an excess of 
bits would be devoted to describing the brighter tones 
(where the camera is relatively more sensitive), and a 
shortage of bits would be left to describe the darker 
tones (where the camera is relatively less sensitive). 


2.3 Moving Average Filter 

After performing image CE using GC or LQSHE method. 
Next we are interested in removing the peaks and gaps 
generated by these methods on the histogram of pro¬ 
cessed images. At this point we were looking for a method 
which satisfies these three criteria: 

— The histogram smoothing method must be compu¬ 
tationally efficient. 

— The different between the two histograms (histogram 
of processed image and smooth histogram) must be 
minimum. 

— The smooth histogram must have same shape as 
that of histogram of processed image. 


that the moving average filter suggested by Tiwari et al. 
[17] fulfils our all requirements. 

Next we are going to provide a detailed description 
of the moving average based histogram modification fil¬ 
ter. Consider H is the histogram of given image I. Now 
the weighted average based histogram modification fil¬ 
ter of size n is given by: 


H % 


wt 


!t , E z n k - n m} 

[h] = 2n + l 


( 2 ) 


where Imin<k<Im ax . The above equation leads to change 
in the weights of the H wt [-], hence to make the H wt [-] 
as a PMF, we need to normalize it: 


pmf[I k \ = 


Hyjt [7/e] 


2j=i H w t[Ij 


(3) 


Here one thing to notice that as n increases, then the 
pmf[Ik\ will be close to uniform distribution. Mathe¬ 
matically: 

pm/[4] ~ --——. (4) 

J-X-% — ^0 


Now it is clear that the resultant normalized pmf[-] 
(normalized histogram) will be smooth enough and it 
will be free from gaps and peaks. 


2.4 Histogram Specification 

The last step is to form the final processed image from 
the normalized pmf [•]. For this, we are using the method 
suggested in [18]. This method is based on the definition 
of an ordering relation which induces an almost strict 
ordering on image pixels. Once the order is achieved, 
pixels are immediately separated into classes and as¬ 
signed to the desired gray-level. This strict ordering is 
consistent with the natural one and thus, the informa¬ 
tion content of images is generally preserved. 

Different results generated by the proposed method 
at different stages have been shown in Fig. 2. It is clear 
from Fig. 2 that the GC and LQSHE methods are en¬ 
hancing sufficient contrast in the given image without 
distorting its features, also the moving average filter 
smooth the histogram in such a way that the resul¬ 
tant histogram is free from peaks and gaps. At last the 
histogram specification method maps the histogram in 
such a way that the resultant image has almost same 
histogram as the specified histogram, which is free from 
peaks and gaps. 


3 Experimental Setup 


We have tried with many histogram smoothing tech- For quantitative evaluation of anti-forensic nature of 
niques such as discussed in [17], [19], and [20]. We found the proposed framework, we have used CE detector 
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Fig. 2 shows results generated by the proposed method at different stages for famous Elaine image. Here we have used 
ACE.HSQHE (q = 7, n = 8 ) and ACE.GC (7 = 1 . 2 , n = 8 ) methods for CE. (readers are requested to zoom the image in 
the electronic document as the fine details may not be visible in printed copy.) 


discussed in [7] on the images processed by the pro¬ 
posed framework. For doing this we have taken 4000 
images from the database [27]. We have considered this 
database as original database. Then we have created 
GC database by applying the GC method for differ¬ 
ent values of 7 G {0.6, 0.8,1.2,1.4}. Similarly we have 
created anti-forensic CE (ACE) database by applying 
method suggested in [25] for 7 = {0.6,0.8,1.2,1.4}. 
Next we have created two databases ACE.GC (7 G 
{0.6, 0.8,1.2,1.4}, n = 10) and ACE.LQSHE (qe{ 7, 9, 
11,13}, n = 10) by using the proposed framework. 

4 Experimental Results 

The framework presented in Section 2 is producing im¬ 
ages having sufficient contrast with anti-forensic CE 
features. As suggested in [7] that the CE detector an¬ 
alyzes the GLCM plot of the processed images. These 
plots are compared with plots obtained from original 
images. Hence we are showing the CLCM plot of the 
famous Lena image with its GC version (7 = 1 . 2 ), 
the ACE method and the proposed framework with 
ACE.LQSHE and ACE.GC methods. The CLCM re¬ 
sults have been shown in the third column of Fig. 3. 

It can be clearly seen that the empty rows and 
columns introduced by the LQSHE and GC methods 
are filled by the proposed framework in a GLCM which 
is quite similar to that of the original. Also, the corre¬ 
sponding images from which the GLCMs were obtained 
are given in the first row. It can be seen that the images 


produced by ACE and the proposed framework are very 
similar to the input image. 

The second column in Fig. 3 shows the gray level 
normalized histograms of the original, GC, ACE and 
the ACE.LQSHE and ACE.GC images. It can be 
clearly seen that the histogram of the ACE and the pro¬ 
posed method’s images look very much similar to that 
of the original. The ACE .LQSHE, ACE.GC and the 
ACE algorithm perform CE on an image without intro¬ 
ducing peaks and gaps in its histogram or empty rows 
and columns in its GLCM. 

In Table 1, we are showing the results of the av¬ 
erage peak signal to noise ratio (PSNR) values for all 
4000 images used in our work. PSNR is used to mea¬ 
sure the amount of CE in the processed images [15]-[17]. 
We observe that the highest average PSNR values are 
obtained by the ACE.HSQHE method. 


Table 1 Average PSNR Values for All 4000 Images 


Methods 

7 = 0.6 

II 

0 

bo 

7 = 1.2 

7 = 1.4 

GC 

16.41 

23.62 

25.73 

20.64 

ACE 

16.96 

24.12 

28.03 

23.07 

ACE.GC (n=10) 

19.49 

23.82 

23.11 

16.46 

Methods 

q = 7 

q = 9 

II 

q = 13 

ACE.HSQHE (n=10) 

33.71 

34.66 

35.16 

35.58 


Next in Table 2 we are showing results of average 
TPR [in round(%)] for all 4000 images using the CE de¬ 
tector discussed in [7]. For calculation of these results, 
we have carefully checked GLCM plots of each image 
produced by different methods. Now the TPR is cal- 
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Fig. 3 shows results of GLCM for different methods on the famous Lena image. Here parameters are set as for GC 7 = 1 . 2 , 
AGC 7 = 1 . 2 , ACE.GC 7 = 1 . 2 ; n = 10, and ACE.HSQHE g = 7; n = 10. 


ciliated as the total number of images those have their 
GLCM plots as same as un-enhanced images. 


Table 2 Average TPR [in round(%)] for All 4000 Images 
Using The CE Detector Discussed in [7] 


Methods 

7 = 0.6 

II 

0 

bo 

7 = 1.2 

7 = 1.4 

GC 

10 

10 

10 

10 

ACE 

65 

87 

87 

87 

ACE GC (n=10) 

93 

93 

93 

93 

Methods 

<7 = 7 

<7 = 9 

II 

q = 13 

ACE HSQHE (n=10) 

90 

90 

90 

90 


From Table 1 and 2 we can observe that the pro¬ 
posed framework is capable of converting any CE method 
to anti-forensic CE method. The proposed framework 
works the best for the HSQHE method, as for this 
method its corresponding anti-forensic CE method ACE 
-HSQHE produces images with sufficient contrast also 
it has good TPR. However the GC method its corre¬ 
sponding anti-forensic CE method ACE.GC has good 
TPR but it fails to get good PSNR values. However, 
in either case, the proposed framework is successfully 
converting CE methods to anti-forensic CE methods. 


5 Conclusion 

We propose an effective anti-forensic CE framework 
using CE, histogram smoothing, and histogram spec¬ 
ification. The proposed framework performs efficiently 
against second-order [7] based CE detectors. The re¬ 
sulting image’s visual quality is high as indicated by 
the PSNR values in the experimental section. The effi¬ 
ciency of the approach in degrading the performance of 


the second-order CE detector [7] is very high. In the fu¬ 
ture, the proposed framework can be improved in many 
ways such as: 

1. For CE, any other global or local CE methods can 
be used. 

2. Histogram smoothing using moving average filter 
can be replaced with any other technique. 
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